Worthy brothers,

There is a systematic hacker attempt going on that you need to be aware of, and PLEASE DO NOT REPLY TO
IT.

This same thing has been going on for some time now to a number of Councils, but as the State Webmaster, |
want to bring it to your attention and assure you that the UKnight system has not been compromised.

Understand in the UKnight email system, your email address is protected and not visible to outsiders.

As an officer or some leader, your name may be listed, often with a photo, but you will see there is a button to
“send me an email”. At No Time can anyone see your email address.

Clearly in this email below the hacker saw | am the Council FS, but is asking me to reply, and that is the only
way they will suddenly get my email. DO NOT REPLY!!

It is easy to get a parish name, address, and pastor’s name and make it look legitimate like this one to me
yesterday.

Both the UKnight team and | are aware of this hacker attempt and ask for your cooperation is letting your
members know not to respond.

---------------- The Email from the scammer who clicked the EMAIL ME button on the Officers page

#xxxxsk THIS E-MAIL 1S A COURTESY OF ST. JOSEPH, HUSBAND OF MARY COUNCIL #10442
(kofc10442.0rg) FOR THE FINANCIAL SECRETARY *¥sox

Sender’s E-mail Address: mameh.stjosephhom@yahoo.com

Hello SK Kenneth J Sawyer

How are you coping with this Pandemic? | need a favor from you, email me as soon as you get this message.
Stay Safe & Blessed,

Rev. Mark Thomas Ameh.

St. Joseph, Husband of Mary Roman Catholic Church.

7260 W Sahara Avenue, Las Vegas, NV 89117.

District Deputy Joe Schaecher has reported incidents of this in his area. Please be very careful out there.
Fraternally,

Dan Ramirez
state webmaster



